
What does that mean to you? 
• It means that your money is secret
• You access your virtual money (cryptocurrency) 

through a secure website or app to make transactions
• Only you (or whoever has your login password) can 

access your cryptocurrency and make transactions
• If you lose your private keys, have questions or need 

any help, you are on your own; there is no banker or 
help desk that you can call
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Cryptocurrency is a 
digital or virtual  

form of currency  
that uses cryptography 

for security

It is designed to work as 
a medium of exchange, 

just like traditional 
currencies such as the 

U.S. dollar, euro or 
Japanese yen

Unlike traditional 
currencies issued 
and regulated by 

central banks, crypto-
currencies operate on 

decentralized networks, 
typically based on 

blockchain technology
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WHAT TO  

KNOW ABOUT

CRYPTO
Should you get in on it? Is it legit? Let’s dig  

into this mysterious new form of money.
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Five Common Cryptocurrency Scams 
You Should Be Aware Of 

With the rise in popularity of cryptocurrencies, the world of digital assets has become a 
breeding ground for scams and fraudulent activities. While the technology behind 
cryptocurrencies offers numerous benefits, it's essential to be aware of the potential 
risks involved, to always be cautious, and to protect your personal information. In this 
article, we will explore five common cryptocurrency scams that you should be aware of. 

1. Ponzi Schemes have been around for ages, but they have found a new medium 
in the cryptocurrency space. These scams, which operate by promising high 
returns on investments, rely on the funds of new investors to pay off earlier 
investors. The scheme eventually collapses when there aren't enough new 
investors to sustain the payouts. To avoid falling victim to a Ponzi scheme, it's 
crucial to conduct thorough research and to be skeptical of any investment 
opportunity that seems too good to be true. 

2. Phishing Attacks are a prevalent form of online scamming that target individuals 
through deceptive emails, websites or messages. In the context of 
cryptocurrencies, scammers often create fake websites that mimic legitimate 
exchanges or wallets so they can trick users into revealing their private keys or 
login credentials. These details are then used to gain unauthorized access to the 
victim's funds. To avoid falling for phishing attacks, always double-check the 
website's URL, enable two-factor authentication and be cautious of unsolicited 
requests for personal information. 

3. Initial Coin Offerings (ICOs) gained popularity as a means for cryptocurrency 
projects to raise funds. However, this fundraising method also attracted 
scammers looking to exploit unsuspecting investors. ICO frauds involve the 
creation of fake projects or the misrepresentation of existing ones, with the aim of 
collecting funds from investors and disappearing with the money. It's essential to 
thoroughly research any ICO before investing by looking for credible information 
about the project team, reading white papers and checking out community 
feedback.  

4. Pump-and-Dump Schemes are common in the cryptocurrency market, 
particularly with low-cap or lesser-known coins. In this scam, a group of 
individuals artificially inflate the price of a specific cryptocurrency by spreading 
false information or rumors. Once the price has risen significantly, they sell off 
their holdings, causing the price to crash, and leaving other investors with 
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INVESTING  
CAN BE RISKY
Investments made in 
cryptocurrency are not 
insured by the federal 
government and carry 
the risk of losing money.  
If you’re interested in 
cryptocurrency, talk 
with a professional, and 
proceed with caution.

What is 
cryptocurrency?
Cryptocurrency is a digital or 
virtual form of currency that 
uses cryptography for security. 

It is designed to work as a 
medium of exchange, just 
like traditional currencies 
such as the U.S. dollar, euro 
or Japanese yen. Unlike 
traditional currencies issued 
and regulated by central banks, 
cryptocurrencies operate 
on decentralized networks, 
typically based on blockchain 
technology. 

An entire language of 
related terms has sprung up 
alongside the cryptocurrency 
phenomenon. This jargon can 
make a challenging subject even 
harder to comprehend. Here’s 
a simple glossary to introduce 
you to some of the basic 
cryptocurrency lingo.
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BITCOIN The original, largest and best-known cryptocurrency.

BLOCKCHAIN
A blockchain is essentially a complete ledger of transactions held 
simultaneously by multiple nodes on a network. It is the underlying 
technology used by nearly all cryptocurrencies. 

COIN A colloquial term for a cryptocurrency.

CRYPTOGRAPHY
A method of keeping information secret and secure by scrambling it 
into indecipherable codes. The information can only be decrypted and 
read with the necessary key.

DISTRIBUTED 
LEDGER

In traditional finance, a financial institution holds a ledger of all its 
customers’ transactions. Distributed ledgers use nodes, or independent 
computers, to record, share and synchronize transactions on the 
electronic ledger. A blockchain is a type of distributed ledger.

ENCRYPTION
The process of making digital information into a form that prevents 
unauthorized access. If you use a password to access a website, the site 
should be encrypting it so that it is of no use to hackers if stolen.

ETHEREUM The second-biggest cryptocurrency after bitcoin (measured by market 
capitalization).

EXCHANGE A website or app that allows users to buy and sell crypto assets.

FIAT CURRENCY Traditional currencies backed by the full faith and credit of a nation 
state. The U.S. dollar, the euro and the British pound are fiat currencies.

ICO
An acronym that stands for initial coin offering. An ICO is the 
cryptocurrency equivalent of an initial public offering (IPO). It offers 
investors the opportunity to back a new crypto project.

LEDGER

A record of transactions maintained by centralized financial institutions 
and by decentralized finance applications. Data for each transaction 
entered into a ledger may include times, dates, amounts, senders  
and recipients.

NODE
A computer or device connected to other computers or devices that all 
hold a copy of a blockchain. Each node supports the broader network 
by sharing information and validating transactions.

PRIVATE KEY

Also known as a secret key, this is essentially the encrypted password 
to someone’s crypto holdings. It’s an extremely long number that’s 
practically impossible to guess. You authorize a transaction by signing 
it with your private key. Private keys can be used to access and manage 
your crypto assets.

PUBLIC KEY
The public-facing address of your crypto wallet. To receive funds into 
your account, you have to share your public key. Each public key  
pairs with a private key; in theory, the private key is only known to you.

WALLET A digital storage device or location for keeping crypto assets secure. 
Wallets can be online (hot) or offline (cold).
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WHAT IS  
CRYPTOCURRENCY?
Cryptocurrency is a digital or virtual form  
of currency that uses cryptography for security.  
It is designed to work as a medium of exchange, just 
like traditional currencies such as the U.S. dollar, euro 
or Japanese yen. Unlike traditional currencies issued 
and regulated by central banks, cryptocurrencies 
operate on decentralized networks, typically based on 
blockchain technology.

WHAT IS BITCOIN?
Bitcoin is the first and most well-known 
cryptocurrency. It operates on a peer-to-

peer network, meaning that transactions can 
be conducted directly between users without 

the need for intermediaries such 
as credit unions or banks.

One of the key 
features of bitcoin 
is its limited supply. 

There will only ever 
be 21 million bitcoins in 

existence; this scarcity is designed to give it value over 
time. Bitcoin has gained considerable attention and 
popularity, as it is increasingly perceived as a valuable 
asset, an investment opportunity driven by speculation 
and a medium of exchange for online transactions.

HOW CAN YOU USE 
CRYPTOCURRENCY?
Cryptocurrency can be used to purchase  
goods and services, just as you’d use physical money. 
While not universal, a few major brands do accept bitcoin 
as a legitimate source of funds. Examples include: 

• Wikimedia, the company that operates the world’s 
largest open-source encyclopedia, Wikipedia, accepts 
donations in bitcoin

• Microsoft allows the use of bitcoin to top up your 
online Microsoft account

• AT&T is the first major U.S. mobile carrier to provide 
a cryptocurrency payment option to customers

You can also invest in cryptocurrency, which means you 
are using it to potentially make money.

WHY WOULD YOU  
WANT TO INVEST IN  
CRYPTOCURRENCY?

The purpose of investing in anything, 
including cryptocurrency, is to make money. There 
is opportunity to make money with cryptocurrency; 
however, there is also a risk that you will lose money. 
If you’re interested in cryptocurrency, talk with a 
professional and start small, with an amount that you 
could afford to lose without breaking a sweat.

IS YOUR MONEY  
PROTECTED WHEN IT’S  
IN CRYPTOCURRENCY?
The level of protection for your money when it’s in 
cryptocurrency is dependent on several factors. 
Security Measures: Cryptocurrencies use cryptographic 

techniques and secure protocols to protect 
transactions and holdings. The underlying 
blockchain technology provides inherent 
security features. However, it’s crucial to 

ensure that you take appropriate security 
measures on your end. This includes using 

strong passwords, enabling two-factor authentication 
and keeping your private keys secure.
Decentralization: Cryptocurrencies operate on 

decentralized networks, which can make them 
less susceptible to certain types of attacks 
or manipulation. The distributed nature of 
blockchain technology can enhance security 
and resilience against single points  

of failure.
Risk of Hacks and Scams: While cryptocurrencies offer 

security features, the ecosystem surrounding 
them can be vulnerable to hacks, scams and 
fraud. Exchanges, where cryptocurrencies 
are bought, sold and stored, have been 
targeted by hackers in the past. It’s crucial to 

choose reputable and secure cryptocurrency 
exchanges, and to employ best practices to protect  
your funds.
Insurance Coverage: In the United States, the federal 

government regulates credit unions and banks. 
Money held in credit unions is insured 
by the NCUA (National Credit Union 
Administration), and money held in banks 
is insured by the FDIC (Federal Deposit 

Insurance Corporation). 
In contrast, money held in cryptocurrencies is not 
covered by the federal government whatsoever. Some 
cryptocurrency exchanges may offer some protections, 
such as insurance coverage for user funds. It’s important 
to research and verify the security measures and 
insurance policies of any service that you use.

IS INVESTING IN 
CRYPTOCURRENCY  
WISE, THEN?

That’s for you to discuss with your trusted 
financial planner. However, always remember that the 
crypto market can be very volatile. It’s important that 
you understand what you’re investing in, and even more 
crucial that you understand the associated risks. For 
example, look at the constantly moving value of bitcoin.

This shows how volatile the market is. Ask yourself if  
you can afford to risk your money in this kind of roller-
coaster scenario.

CAN I CONVERT CRYPTO­
CURRENCY INTO CASH?
Yes, this is done through a virtual wallet.  
Just like the traditional wallet you carry  
around, the virtual version holds your money, only 
digitally. To convert your funds to cash, you can add your 
traditional real-life bank account to your wallet.

DO YOU HAVE TO CLAIM  
YOUR CRYPTOCURRENCY  
ON YOUR TAXES?

Yes, you do. In the United States, the Internal 
Revenue Service (IRS) treats cryptocurrencies as property, 
rather than as currency, and general tax principles that are 
applicable to property transactions apply to transactions 
using cryptocurrency.  
Please note that tax regulations and requirements can 
change, so it’s advisable to consult with a tax professional 
or accountant who can provide specific guidance based on 
your individual circumstances.

What does that mean to you? 
It means that your money is 
secret. You access your virtual 
money (cryptocurrency) through 
a secure website or app to make 
transactions. Only you (or whoever 
has your login password) can access 
your cryptocurrency and make 
transactions. If you lose your private  
keys, have questions or need any 
help, you are on your own. There is no 
banker or help desk that you can call.

Bitcoin is just one of many 
There are hundreds of cryptocurrencies available 
today, including ethereum, ripple, litecoin, 
cardano and dogecoin, to name just a few.
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Price history of bitcoin

Should you get in on it? Is it legit? Let’s dig  
into this mysterious new form of money.

Cryptocurrencies like bitcoin, ethereum and 
dogecoin have emerged in recent years, causing a 

whirlwind of confusion. Whether you’re a seasoned 
investor or just beginning to explore, this new  

digital realm can be perplexing.
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Cryptocurrency will likely increase 
in popularity as more people explore 

this investment option. As with all 
your investments, do the research and 
consider working with a professional so 
that your money can grow for you while 

you get a good night’s sleep!
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